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1. Document Control
1.1.  Handling Note

Document Manager: CISO

business area / department all

document classification: - OPEN - -
Sebastian Lippold 08.07.2019

Management Board Hetzner Online GmbH | 24.07.2019

Management Board Hetzner Finland Oy 23.07.2019

All employees

1.2 Modification History

22.08.2016 22 Sebastian Lippold *  Publishing SoA

12.07.2017 22 Sebastian Lippold *  Review SoA - no modifications

18.07.2018 22 Sebastian Lippold . Review SoA - no modifications

08.07.2019 3.0 Sebastian Lippold *  Hetzner Finland Oy included; annual review of SoA

23./ 24.07.2019 3.0 Sebastian Lippold *  Approval by the management of Hetzner Online GmbH &
Hetzner Finland Oy
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A5 Information security policies

A5.1 Management direction for information security

A5.1.1 Policies for information security YES

A5.1.2 Review of the policies for information security YES

Ab Organization of information security

A6.1 Internal organization

A61.1 Information security roles and responsibilities YES

A6.1.2 Segregation of duties YES

A61.3 Contact with authorities YES

Ab1.4 Contact with special interest groups YES

A.6.1.5 Information security in project management YES

Ab.2 Mobile devices and teleworking

A6.2.1 Mobile device policy YES

Ab622 Teleworking YES

A7 Human resource security

A7.1 Prior to employment

A7.1.1 Screening YES

A7.1.2 Terms and conditions of employment YES

A7.2 During employment

A7.2.1 Management responsibilities YES

A7.22 Information security awareness, education and training YES

A7.2.3 Disciplinary process YES

A73 Termination and change of employment

A7.3.1 Termination or change of employment responsibilities YES

A8 Asset Management

A8.1 Responsibility for assets

A8.1.1 Inventory of assets YES

A8.1.2 Ownership of assets YES

A8.1.3 Acceptable use of assets YES

A8.1.4 Return of assets YES

A8.2 Information classification

A.8.2.1 Classification of information YES

A8.22 Labelling of information YES

A8.2.3 Handling of assets YES
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AB8.3 Media handling

A9 Access control
A9.1 Access control policy

A9.2 User access management

A9.3 User responsibilities
A93.1  Useofsecretauthentication informaton ~~ YES

A9.4 System and application access control

A.10 Cryptography
A.10.1 Cryptographic controls

A1 Physical and environmental security
A11.1 Secure areas

A11.2 Equipment
A11.21  Equipmentsiting and protecton ~~~ YES
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A12 Operational Security
A12.1 Operational procedures and responsibilities

A12.2 Protection from malware

A123 Backup
A1231  Informationbackp ~VES

A124 Logging and monitoring

A125 Control of operational software

A12.6 Technical vulnerability management

A127 Information systems audit considerations

A.13 Communications security
A.13.1 Network security management

A.13.2 Information transfers
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Al4 System acquisition, development and maintenance

A.14.1 Security requirements of information systems

A14.11 Information security requirements analysis and specification YES
A141.2 Securing application services on public networks YES
A14.1.3 Protecting application services transactions YES
A14.2 Security in development and support processes

A14.2.1 Secure development policy YES
A14.22 System change control procedures YES
A14.23 Technical review of applications after operating platform changes YES
A14.24 Restrictions on changes to software packages YES
A.14.2.5 Secure system engineering principles YES
A.14.2.6 Secure development environment YES
A.14.2.7 Qutsourced development YES
A.14.2.8 System security testing YES
A14.29 System acceptance testing YES
A143 Test data

A14.3.1 Protection of test data YES
A.15 Supplier Relationship

A.15.1 Information security in supplier relationships

A.15.1.1 Information security policy for supplier relationships YES
A.15.1.2 Addressing security within supplier agreements YES
A15.1.3 Information and communication technology supply chain YES
A.15.2 Supplier service delivery management

A.15.2.1 Monitoring and review of supplier services YES
A.15.2.2 Managing changes to supplier services YES
A6 Information security incident management

A.16.1 Management of information security incidents and improvements

A16.1.1 Responsibilities and procedures YES
A16.1.2 Reporting information security events YES
A.16.1.3 Reporting information security weaknesses YES
A16.1.4 Assessment of and decision on information security events YES
A.16.1.5 Response to information security incidents YES
A16.1.6 Learning from information security incidents YES
A16.1.7 Collection of evidence YES
A.17 Information security aspects of business continuity
management

A17.1 Information security continuity

A17.11 Planning information security continuity YES
A17.1.2 Implementing information security continuity YES
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A17.2 Redundancies
A17.21  Availability of information processing facilites ~ YES

A.18 Compliance
A18.1 Compliance with legal and contractual requirements

A.18.2 Information security reviews
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